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International Standards
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Are recognized world-wide

Define/describe technical requirements

Can be referred by laws / regulations

Enable interoperability

Are elaborated under consensus of all involved stakeholders

Allow broad industry engagement

Standards



Security Standardization Landscape
International – European – National
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Germany
Cybersecurity Activities in DKE (September 2021)

© DKE  Deutsche Kommission Elektrotechnik Elektronik Informationstechnik in DIN und VDE5
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Neues Projekt
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IEC Mapping Tool
Standards Overview

https://mapping.iec.ch/#/maps/10
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Security Standards 
Selection
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General/horizontal standards
• IEC 62443 series Security for Industrial Automation and Control Systems
• ISO/IEC 270xx series Information Security Management Systems 
• ISO/IEC 15408 and 18045 Common Criteria 

Sector-specific security standards
• IEC 62351 series Power systems management and associated information exchange
• IEC 62645 Nuclear power plants
• IEC 63208 Low-voltage switchgear and control gear
• ISO/IEC 27019 Information security controls for the energy utility industry
• EN 50159 (IEC 62280) Safety communications in railway systems
• CLC/TS 50701 Railway applications - Cybersecurity

1

2

1

Restricted | © Siemens 2021 | Rammig



IEC 62443 Series
Status

2-2 Security Program Rating

2-3 Patch management in
the IACS environment

2-4
Security program
requirements for
IACS service providers

Policies & Procedures

3-1 Security technologies
for IACS

3-2 Security Risk Assessment
for System Design

System

4-1
Secure Product
Development Lifecycle
Requirements

4-2
Technical security
requirements for
IACS components

Component / Product

IEC 62443
Security for Industrial Automation and Control Systems

1-1 Terminology, concepts and
models

1-2 Master glossary of
terms and abbreviations

1-3 System security
conformance metrics

General

2-1
Security program
requirements for
IACS asset owners

3-3
System security
requirements and
security levels

Published

Under revision
1-4 IACS security lifecycle

and use-cases

2-5
Implementation
guidance for
IACS asset owners

In development / planned
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New projects:
• IEC TS 62443-1-5 (Scheme for IEC 62443 Profiles)
• IEC TS 62443-6-1 (Evaluation Methodology for IEC 62443-2-4)
• IEC TS 62443-6-2 (Evaluation Methodology for IEC 62443-4-2)



Hot Topics in Standardization

Standards as a basis for regulations 
• Standards conformity fulfills essential 

requirements
• EU: RED Delegated Act
• New horizontal security directive in 

planning in EU

Security for Artificial Intelligence and IoT 
• Billions of IoT devices connected
• AI poses new security threats
• Current risk approaches and security 

measures need to be adapted
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Horizontal standards
• Harmonized requirements across domains
• IEC 62443 already applied by many 

sectors
• Horizontal function assigned to IEC TC 65

Supply chain security
• Security needs to be ensured across 

multiple supplier-customer relations
• World-wide, complex supply chain poses 

new security challenges
• Trustworthiness is at the core 



Security Standardization
Recommendations

Restricted | © Siemens 2021 | RammigPage 10

Focus on international standards primarily

Regular monitoring and evaluation of 
standardization landscape

Adjust active participation due to priority of 
technical body



Security Regulation

Examples
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European Union
• Directive (EU) 2016/1148 on Security of Network and Information Systems (“NIS Directive”)
• General Data Protection Regulation (GDPR) (REGULATION (EU) 2016/679)
• EU Cybersecurity Act (EU 2019/881) (CSA)

USA
• Cybersecurity Improvement Act of 2017
• Executive Order 14028 (2021-05-12) on Improving the Nation’s Cybersecurity

China
• China Cybersecurity Law
• Data Security Law
• Personal Information Protection Law
• Regulation on Security Protection of Critical Information Infrastructure (CII)
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Security Regulation Landscape
Examples



Existing EU Regulation
NIS Directive – Cybersecurity Act

ENISA competences

Cybersecurity Certification Framework
(ICT products, ICT services, ICT processes)

EU Cloud Services (EUCS)

EU Common Criteria (EUCC)

EU Cybersecurity Act (EU CSA)

EU 2019/881

IoT Devices

IACS Components

5G new

Un
io

n 
Ro

lli
ng

W
or

k 
Pr

og
ra

m

❗ NIS Directive (2.0)

EU 2016/1148

EU Cybersecurity Certification Schemes

development of

National Regulation

❗ IT-SiG

implementation

• Directive (EU) 2016/1148 on Security of Network and 
Information Systems (“NIS Directive”)
• Aims to create an overall higher level of cybersecurity in the EU by 

handling cybersecurity breaches in a way that minimizes impact 
and share cyber security information EU wide

• affects digital service providers (DSPs) and operators of essential 
services (OESs)

• DSPs and OES must report major security incidents to Computer 
Security Incident Response Teams (CSIRT)

• EU member states must create a NIS Directive strategy, which 
includes the CSIRTs, National Competent Authorities (NCAs) and 
Single Points of Contact (SPOCs).

• EU Cybersecurity Act (CSA)
• complements the NIS Directive
• defines the responsibilities and competences of ENISA (European 

Union Agency for Cybersecurity)
• establishes an EU-wide cybersecurity certification framework for 

digital products, services and processes
• ENISA develops EU cybersecurity certification schemes

Requirements
Art 21 NIS 2.0
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• Products placed on the market
• CE mark; EU declaration of conformity
• Conformity Assessment  Modules / Bodies
• Market Surveillance

Essential requirements, harmonized standards
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Proposed Horizontal EU Cybersecurity Regulation
Based on the principles of the New Legislative Framework (NLF)

RoHS Directive

EMC Directive

⁉ Horizontal NLF based Cybersecurity Directive

…

EU New Legislative Framework (EU NLF)

Regulation (EU) No. 765/2008, Decision (EU) No. 768/2008

„CE-Directive“ – EU harmonization of cybersecurity requirements
• Obligations of economic operators:

when making products available on the  market:
risk assessment, design and manufacturing of compliant products, 
conformity assessment, …

• Formal requirements:
CE-marking, EU-Declaration of Conformity, product marking etc.

• Essential product requirements:
• Legally mandatory high level requirements for products and 

solutions
• Harmonized standards – reflect the state of the art

• Essential Requirements are technically specified in (harmonized) 
standards and reflect the state of the art

• developed and updated by technical experts involving all 
stakeholders

• Conformity assessment modules - coverage of different risk levels:
• risk based conformity assessment modules
• Use cases with high risk: involvement of third parties (NB)

• Market Surveillance
• level playing field through market surveillance programs
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EU Cybersecurity Act (CSA) 
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REGULATION (EU) 2019/881 of 17 April 2019 on ENISA (the European Union Agency for Cybersecurity) and on information and 
communications technology cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act)

Objective and goal:
- Part of a comprehensive package of measures to increase cybersecurity and to strengthen resilience against cyber attacks by 

the European Union
- complements the NIS Directive by creation of an EU framework for the IT security certification of products, services and 

processes

Measures:
- defines the responsibilities and competences of ENISA (European Union Agency for Cybersecurity)
- establishes an EU-wide cybersecurity certification framework for digital products, services and processes
- ENISA develops EU cybersecurity certification schemes



Status of proposed EU Cybersecurity Certification Schemes
ENISA Ad-hoc Working Groups

• Ad-hoc WG 01: Transposition of SOGIS-MRA certification framework
• Common Criteria based European candidate cybersecurity certification scheme (EUCC)
• published for comment in July 2020

• Ad-hoc WG 02: Cloud Services Security  
• published for comment in December 2020

• Ad-hoc WG 03: 5G Security 
• in planning, currently no official ENISA call

Potential further groups in planning: 
• Industrial Automation Control Systems Components
• (Consumer) IoT, …
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Contact
Dr. Ralf Rammig
Siemens AG
T TIM RSQ SIP
Otto-Hahn-Ring 6
81739 München, Germany 

E-mail:
ralf.rammig@siemens.com
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